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Fig. 1 The functional architecture provided by lightweight CA for marine management information
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: Java Security R Java
API java.security
Java JCA (Java
Cryptography Architecture) JCE(Java Cryptography
Extension) JCA s
; JCE JCA,
APIL,

[8]

Bouncy Castle: JCA/JCE

, Bouncy Castle
Bouncy Castle
, . JAVA
C# API JCE/JCA  provider
X.509, CRLs, PKCS12, S/MIME, OCSP

3.2 EAREIW|
CA J2EE ,
CA S CA

// RSA ,

kp

KeyPairGenerator kpg = KeyPairGenerator.getIn-
stance("RSA");

SecureRandom random = new java.security.Secu-
reRandom();

kpg.initialize(2048, random);

KeyPair kp = kpg.generateKeyPair();

/1 PKCS#12

Security.addProvider(new BouncyCastleProvider());

KeyPair kp=new genKeyPair();//genKeyPair

PrivateKey caPrivKey = kp.getPrivate();

PublicKey caPubKey = kp.getPublic();

/! , DN

String issuer = "C=CN, ST=ShanDong, O=FIO,
OU=micc, CN=caOcean, L=QingDao";

X509V3CertificateGenerator v3CertGen = new
X509V3CertificateGenerator();

v3CertGen.setlssuerDN(new X509Principal(issuer));

/! CDP(CRL Distribution Point)

DistributionPoint[] dp = new DistributionPoint[1];
DistributionPointName dpn=new DistributionPo-
intName(...);

dp[0] = new DistributionPoint(dpn, null, null);
v3CertGen.addExtension(X509Extensions.CRLDi-

stributionPoints, false, new CRLDistPoint(dp));
v3CertGen.addExtension(X509Extensions. Autho-
rityKeyldentifier, false, new AuthorityKeyldentifier-
Structure(caPubKey));
v3CertGen.addExtension(X509Extensions.Basic-
Constraints, false, new BasicConstraints(0));
X509Certificate cert = v3CertGen.generate(caPri-
vKey);
/!

v3CertGen.setlssuerDN(PrincipalUtil.getSubject-
X509Principal(caCert));

v3CertGen.addExtension(X509Extensions.Basic-
Constraints, false , new org.bouncycastle.asnl.x509.Ba-
sicConstraints(false));

/] (CRL)

/!

ReadP12Cert readTheCer = new ReadP12Cert();

KeyPair kp = readTheCer.getkeyPair();

X509Certificate caCert = readTheCer.getcertifi-
cate();

/! , CRL

PrivateKey caPrivKey = kp.getPrivate();

PublicKey caPubKey = kp.getPublic();

org.bouncycastle.asn1.x509.X509Name issuser-
DDN = new org.bouncycastle.asn1.x509.X509Name
(caCert.getIssuerDN().toString());

/! crl

/IX509V2CRLGenerator crlGenerator = new X50-
9V2CRLGenerator();

crlGenerator.setSignatureAlgorithm("SHA 1With-
RSAEncryption");

crlGenerator.setThisUpdate(new java.util.Date());

/! 175

crlGenerator.addCRLEntry(Biglnteger.valueOf(0x-
00af), new java.util.Date(), CRLReason.keyCompromise);

X509CRL myCrl = crlGenerator.generate (caPri-
vKey);
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Design and implementation of lightweight CA for marine in-
formation management

DING Ming, ZHOU Lin, HAN Jing-yun, SONG Qing-lei, SONG Zhuan-ling,
LI Xin-fang, LIU Hai-xing

(Marine Information and Computing Center, the First Institute of Oceanography, State Oceanic Administration,
Qingdao 266061, China)

Received: Oct., 5, 2012
Key words: marine information security; marine management information; Bouncy Castle; CA (Certificate Authority); encryption

Abstract: In order to meet marine information management requirement, in this paper, we have successfully set up
a lightweight CA (Certificate Authority) which is suitable for various small marine management information sys-
tems. The achievement of this lightweight CA was based on the J2EE platform, based on, using Bouncy Castle en-
cryption algorithms and tools and conforming to PKI (Public Key Infrastructure) standard. The CA provides en-
cryption function for data storage and transmission to small and medium marine management information systems,

It can offer efficient protection for transfer and sharing of marine scientific information.
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