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Fig. 3 Complete authentication phase flow chart
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Abstract: Given the demand for gathering ocean information in our country, this paper analyzes the basic require-
ments for the security of temporary wireless networks that are used for communication in a maritime environment.
In this context, this study presents a one-time two-way password authentication protocol based on the AES, RSA
encryption algorithm and message authentication code (MAC) combination. This paper also evaluates hardware
acceleration for the RSA algorithm, presents an optimization algorithm design, reduces resource consumption, and

solves the security issues concerning temporary ocean networks used for information collection purposes.
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